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Disclaimer 

The information, examples and suggestions presented in this material 

have been developed from sources believed to be reliable, but they 

should not be construed as legal or other professional advice. CNA 

accepts no responsibility for the accuracy or completeness of this 

material and recommends the consultation with competent legal counsel 

and/or other professional advisors before applying this material in any 

particular factual situations. This material is for illustrative purposes and 

is not intended to constitute a contract. Please remember that only the 

relevant insurance policy can provide the actual terms, coverages, 

amounts, conditions and exclusions for an insured. All products and 

services may not be available in all states and may be subject to change 

without notice. “CNA" is a registered trademark of CNA Financial 

Corporation. Certain CNA Financial Corporation subsidiaries use the 

"CNA"  trademark  connection with insurance underwriting and claims 

activities. Copyright © 2018 CNA. All rights reserved. 
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Today’s agenda 

1. Create a heightened awareness of clinical risks and 

enterprise-wide challenges associated with misuse of copy 

and paste. 

 

2. Suggest solutions to mitigate risks associated with copy and 

paste. 

 

3. Discuss risks and provide options to manage legal and 

financial risks related to production of the electronic medical 

record (EMR) in the context of a medical malpractice claim. 
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Introduction and Background 

• Health Information Technology for Economic and Clinical 

Health Act (the “HITECH Act”) incentives associated with 

“Meaningful Use” 

• Potential benefits  

• Potential challenges 

 

 

 

 
* https://www.cms.gov/Medicare-Medicaid-Coordination/Fraud-Prevention/Medicaid-Integrity-

Education/Downloads/docmatters-ehr-providerfactsheet.pdf 
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Introduction and Background (continued) 

• Awareness of basic EMR risks 

• Need to adopt appropriate procedural and technical safeguards 

• EMR technology: problem-solver versus problem-creator 

• Included in the document is a specific example of how 

innovative technology can enhance the EHR and improve 

patient outcomes. We gratefully acknowledge the work of 

Daniel J. Sullivan, MD, JD, FACEP, President and CEO, The 

Sullivan Group, who authored this section. 

 

 * https://www.cms.gov/Medicare-Medicaid-Coordination/Fraud-Prevention/Medicaid-Integrity-

Education/Downloads/docmatters-ehr-providerfactsheet.pdf 
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Differentiation of Electronic Health Records 

and Electronic Medical Records 

• Electronic Health Record (EHR) 

– Foundation of the enterprise’s information technology for 

healthcare records 

– Database that contains the patient’s medical information 

– Permits sharing of data between providers 

– Often includes a coding and billing function 

• Electronic Medical Records (EMR) 

– Within the EHR and replaces the paper record 

– Interactive safety and quality features beyond the scope of 

any paper record 
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Copy and Paste: Background 

• Definition - “copy and paste” * 

• Not inherently problematic 

• Time-saving tool 

 

 

 

 

* https://www.cms.gov/Medicare-Medicaid-Coordination/Fraud-Prevention/Medicaid-Integrity-

Education/Downloads/docmatters-ehr-providerfactsheet.pdf 
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Copy and Paste: Prevalence of the Problem 

• A study conducted in a large academic medical center* 

reveals the following: 

– 82 percent of all resident notes and 74 percent of all 

attending physician notes involved copying 

– “e-iatrogenesis” has emerged as a term of art utilized 

for an adverse event caused by technology 

 

 

*Thornton, J. et al. “Prevalence of Copied Information by Attendings and Residents in Critical Care Progress Notes.” Critical 

Care Medicine, February 2013, volume 41:2, pages 382-388.) 
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• The Joint Commission identifies copy and paste as the 

specific root cause of patient injuries based upon sentinel 

event reports.* 

• A study of orthopedic surgery patients demonstrates that 

the use of copy and paste in high-risk patient populations is 

linked to inaccuracies.** 

 

 

*Quick Safety, February 2015, Issue 10 available at https://www.jointcommission.org/assets/1/23/Quick_Safety_Issue_10.pdf.  

**Winn, W. et al. “The Role of Copy and Paste Function in Orthopedic Trauma Progress Notes.” Journal of Clinical Orthopaedics 

and Trauma, 2017, volume 8:1.) 

Copy and Paste: Prevalence of the Problem 

(continued) 

https://www.jointcommission.org/assets/1/23/Quick_Safety_Issue_10.pdf
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Copy and Paste: Patient Safety 

• Most critical potential consequence is the dissemination of 

erroneous information throughout the EMR 

• Potential harm increases when the patient is receiving care 

from multiple providers.  

• Misinformation may become established as “the truth”, 

influencing clinical decisions. 
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Copy and Paste: Patient Safety (continued) 

• Problem lists may be the source of obsolete information. 

• Loss of narrative notes and the “patient’s story” are an 

unintended consequence. 

• Copied and pasted notes lack clear order and authorship. 

• The ultimate result may be delay in diagnosis, failure to 

diagnose and misdiagnosis. 
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Copy and Paste: Patient Safety (continued) 

“Note bloat” 

 

“These distended records can be a source of excess 

downstream documentation, which perpetuates the difficulty 

many physicians perceive when trying to quickly find a 

useful signal in a field of noise.”* 

 

 

 
*“Clinical Documentation in the 21st Century: An Executive Summary of a Policy Position Paper from the 

American College of Physicians,” Annals of Internal Medicine, February 17, 2015, volume 162:4, pages 301-

303. 
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Copy and Paste: Compliance   

• Code creep 

• Fraud  

• Duplicate billing  

• Payment denials, Centers for Medicare & Medicaid Services 

(CMS) audits and penalties under the False Claims Act 

 

CMS and the Office of Inspector General have indicated that 

fraud detection and prevention in relation to the EHR has 

become a top priority. 
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Copy and Paste: Risk Management 

Recommendations 

• Establish policies and procedures delineating appropriate use 

of the copy and paste function. 

• Require ongoing education regarding proper use of the copy 

and paste function. 

• Consider adopting a voice-activated dictation system for the 

EMR.  

• Investigate the option of using software technology programed 

to minimize inappropriate use of the copy and paste function. 
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• Audit EMRs on an ongoing basis. 

• Respond to EMR reviews or audits that reveal potential chronic 

misuse of copy and paste. 

• Monitor incident reports, in order to track adverse outcomes 

associated with copy and paste. 

• Consider EHR-based simulation training of residents and the 

medical staff to improve efficient access to critically needed 

patient care information. 

 

Copy and Paste: Risk Management 

Recommendations (continued) 
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EHR Challenges Related to Discovery and 

Litigation: Background 

Initial challenges: 

• Responding to requests for paper production 

• Logistics of physically producing the document 

• Audit trails and fishing expeditions 

• Protecting peer review privilege 

 

Subsequent challenges: 

• Legal requirements and definitions 

• Defending inappropriate use of the copy and paste function 
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• “Legal medical record” definition (LMR) is the version of the 

EMR released in response to requests. 

• The LMR must comply with local, state and federal legal 

requirements. 

• Contents of LMR include information related to the provision of 

clinical care and would reasonably be expected to be released 

upon request during discovery. 

EHR Challenges Related to Discovery and 

Litigation: Compliance 
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• Contents of the LMR should not include information beyond 

the scope of the request or “metadata”.* 

• *“Metadata” refers to  

– “Data about data”  

– Automatically generated computer record  

– Includes but is not limited to audit trails, order and results 

“detail” sheets 

– Other data that certify how, when, where and by whom 

electronic documents (e-documents) and other computer-

based information have been reviewed, manipulated or 

otherwise accessed.  

 

 
(Courtesy of Silverstein, S. “Primer on Healthcare IT Myths, Realities, Risks, and Practical Implications 

for Trial Lawyers.”) https://www.millerweisbrod.com/docs/max/Electronic_Records_and_Audit_Trails.pdf 

EHR Challenges Related to Discovery and 

Litigation: Compliance (continued) 
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EHR Challenges Related to Discovery and 

Litigation: Physical Production of the EMR 

• Appearance and organization 

• Changes in iterations of the EMR software 

• “Down-time” entries 

• Associated costs 
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EHR Challenges Related to Discovery and 

Litigation: Audit Trails and ‘Fishing Expeditions’ 

• “Red flags” for plaintiff attorneys   

• Discrepancies between the time the service was provided 

versus the time it was documented 

• Exposure of sensitive information to discovery 

• Fishing expeditions in the absence of an established theory of 

liability 

• Limitations of fishing expeditions as delineated through case 

law 
 

*An audit trail is a compilation of electronic record entries that includes who input the data, when they were input, who accessed or 

reviewed the data, who manipulated or altered the data, and when and from where such activities took place. (Courtesy of 

Silverstein, S. “Primer on Healthcare IT Myths, Realities, Risks, and Practical Implications for Trial Lawyers”.) 
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EHR Challenges Related to Discovery and 

Litigation: Copy and Paste 

• Copy and paste errors may negatively affect the defense of a 

professional liability claim. 

• The Physician Insurers Association of America (PIAA) survey* 

reveals that 53 percent of respondents had experienced EMR-

related claims. 

• Seventy percent of these claims involved copy and paste.  

• Misuse of copy and paste may create questions about the 

credibility of the entire EMR. 

• New corporate liability theories are emerging, asserting that the 

leadership team failed to limit the use of copy and paste. 

 
*http://www.piaa.us/docs/DSP/EHR_January_2015.pdfeam should have taken steps to limit use of copy and 

paste. 
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EHR Challenges Related to Discovery and 

Litigation: Risk Management Recommendations 

• Ensure that defense counsel maintains current knowledge of 

relevant case law, as well as local, state and federal 

requirements. 

• Create a committee dedicated to developing policies and 

procedures for creating the LMR and responding to requests 

for copies of the EMR and audit trails. 

• Provide ongoing education for medical staff and employees 

regarding appropriate practices for documentation in the EMR. 

• Consider disclosing the LMR in read-only mode, rather than as 

a paper document. 
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Case Scenario One  

Falsification of documentation relating to the deterioration of a 

postoperative patient’s vital signs.  

Facts of the case 

• Patient underwent cardiac surgery and was transferred to the 

ICU for monitoring.  

• Postoperative day three, the patient became hypotensive but 

recovered, and frequent monitoring of vital signs was ordered.  

• Continued intermittent episodes of hypotension, which resolved 

without further treatment, were not reported. 

• Postoperative day four, the patient suddenly went into 

cardiopulmonary arrest and expired.  

• The EMR produced by the hospital revealed normal vital signs.  
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Issues 

• The hospital-employed nurse testified that he documented the 

patient’s blood pressure when he obtained it, and blood 

pressures were stable prior to the patient’s arrest.  

• During expert review testimony, the etiology of the patient’s 

sudden arrest became the focus of the case.  

• Blood pressure documentation was questioned and became a 

significant challenge to the hospital’s defense team.  

Case Scenario One (continued)  
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Issues 

• IT experts conducted a computer analysis of metadata and 

audit trails. 

• The IT analysis detected that the vital signs had been entered 

over a five-minute period by one nurse at the end of the shift, 

after the patient’s arrest.  

• The EMR discredited the testimony of the nurse, who 

ultimately admitted to falsifying the records. 

What actions would you take to mitigate these risks? 

Case Scenario One (continued)  
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Inappropriate use of copy and paste at community pediatric 

hospital  

Fact of the case 

• Two year old patient with history of asthma presented to the 

Emergency Department (ED) with complaints of difficulty 

breathing.  

• Arterial blood gases and oxygen saturations were abnormal, 

but did not meet the criteria for intubation in the ED.  

• After transfer to the ICU, the patient experienced a sudden 

deterioration in his respiratory status requiring intubation and 

died.  

Case Scenario Two 
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Case Scenario Two (continued) 

Issues 

• Nursing notes were copied and pasted indicating that the 

patient was stable, rather than typing out each note.  

• The notes also stated that the parent was in the room, although 

the same nurse had separately documented that the parent 

had left the hospital.  

• Plaintiff’s counsel contended that the patient was probably 

unstable during the entire period, and made use of this 

discrepancy to discredit the entire record. 

 

 

 

What actions would you take to mitigate these risks? 
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Claim Scenario Three 
Inappropriate copy and paste practices resulting in harm to a patient  

 

Facts of the case 

• An elderly patient was admitted for treatment of a large pressure 

injury abscess. 

• A resident noted that the abscess required drainage and possible 

surgical intervention.  

• The intern failed to note the procedure in subsequent 

documentation. 

• On day three, the infectious disease team was consulted and, 

unaware of the surgical drainage and improvement, made an 

unnecessary and deleterious change in the patient’s antibiotic 

regime.  

• As a result of the error, the patient had an extended hospitalization, 

and required skilled nursing for several weeks following discharge. 
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Claim Scenario Three (continued) 

Inappropriate copy and paste practices resulting in harm to 

a patient  

 

Issue 

The original entry note was copied and pasted, and there was no 

information indicating that the surgical procedure had been 

performed.  

 

 

 

 

 
What actions would you take to mitigate these risks? 
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Thank you 


